2026 Cyber Insurance Readiness Checklist

Use this checklist before renewal or when applying for a new cyber liability policy. It is designed for small and mid-sized
businesses that need practical evidence of basic security controls.

Identity and MFA

[ 1 MFAs enforced for email, VPN, remote access, admin consoles, and finance systems.
[ 1] Password manager is deployed with unique credentials and shared-vault controls.
[ 1 Admin accounts are separate from daily-use accounts and reviewed quarterly.

Backups and Recovery

[ 1 Critical data has at least three copies, including one offline or immutable copy.
[ 1 Microsoft 365, Google Workspace, accounting, and line-of-business apps are backed up.
[ ] Arestore test has been completed and documented within the last 90 days.

Endpoint Protection

[ 1] Business-grade EDR/AV is installed on all workstations and servers.
[ 1 Devices report centrally, with alerts reviewed by an owner or IT provider.
[ 1 Lostor departing-employee devices can be locked, wiped, or disabled quickly.

Patching and Vulnerability Management

[ 1 Operating systems, browsers, Microsoft 365 apps, and remote access tools patch automatically.
[ 1 Servers, firewalls, NAS devices, switches, and WiFi controllers have a monthly patch window.
[ 1 Unsupported systems are documented with retirement dates or compensating controls.

Email and Phishing Defense

[ 1] SPF, DKIM, and DMARC are configured for company domains.
[ 1 Emailfiltering blocks suspicious attachments, impersonation, and malicious links.
[ ] Employees receive recurring phishing and payment-fraud awareness training.

Logging and Monitoring

[ 1 Firewall, endpoint, email, and cloud-login alerts are retained and reviewed.
[ ] Failed login spikes, impossible travel, and privilege changes trigger alerts.
[ 1 A named person or provider owns daily/weekly security review.

Incident Response

[ 1 Incident response contacts, roles, and escalation steps are documented.
[ ] Ransomware, business email compromise, and lost-device procedures are written down.

[ 1 Insurance carrier, legal, bank, and IT provider contact details are easy to find offline.

Vendor and Remote Access
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[ 1 Vendor accounts use named users, MFA, least privilege, and expiration dates.
[ ] Remote access is limited to approved VPN/ZTNA tools, not exposed RDP or shared passwords.
[ 1 Third-party access is reviewed after projects, employee changes, and contract changes.

Evidence To Gather Before Renewal

[ 1] MFA screenshots or admin reports for email, VPN, finance, and admin tools.

[ 1 Backup job history and restore-test notes from the last quarter.

[ 1] Endpoint protection dashboard showing device coverage and alert status.

[ 1] Patch management report for workstations, servers, and network appliances.

[ 1 Incident response plan, security policy set, employee training log, and vendor access list.

Notes

This checklist is not legal, insurance, or compliance advice. Requirements vary by carrier, policy, revenue, industry, and claim history. Use it to
prepare evidence and identify gaps before speaking with your broker or insurer.
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